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Abstract: Cognitive Radio (CR) can be defined as a technology that allows users to change
the transmission parameters as required to increase the spectrum efficiency. Because of this
mechanism, some threats emerge. Two major threats are found in CR. The first is the Primary
User Emulation Attack (PUEA), where the attacker is able to transmit at a forbidden time slot
effectively, emulating the signals of the primary user. This makes all the system users believe
that the spectrum is occupied by a good primary user. The second threat is known as the
spectrum sensing data falsification attack (SSDF). In this case, the attackers send false obser-
vation information, intentionally or unintentionally, to the fusion center (FC), causing it to
make the wrong decision. In this study, the scheme presented was based on a users' reputa-
tion for secure spectrum access in cognitive radio networks. Each Secondary User (SU) per-
forms local sensing and then forwards the sensing results to the main fusion center FC. The
FC makes the final decision about the presence of the primary user based on the proposed ap-
proach. The schemes substantially reduce the effect of cognitive users with low reputation
values while improving the impact of cognitive users with the high reputation values on the
final decision. It has been verified that the proposed approach can improve the sensing per-
formance under the impact of a different number of reliable and unreliable users in a CR net-
work. Results based on simulation show that the proposed scheme outperforms the traditional
majority scheme despite a high number of malicious users.

Keywords: Cognitive Radio CR; Users’ Trust; Primary User; Primary User Emulation Attack
(PUEA); Cooperative Spectrum Sensing.

INTRODUCTION

Spectrum sensing and spectrum sharing are
important functionalities of CR, which ena-
bles the secondary users to monitor the fre-
quency spectrum and detect vacant channels
to use (Yadav et al., 2012). A procedure in
the CR known as cooperation spectrum sens-
ing involves many users that sense this spec-
trum and send reports to a base station known
as a fusion center FC. The FC is able to pro-
cess and manipulate those reports to make a
final decision about the absence or presence
of primary users. This kind of cooperation
gives a chance to some adversary nodes that

aim to falsify the results of the sensing
(Pawelczak et al., 2006).

The disadvantages of cooperation spectrum
sensing that compromise and limit the coop-
eration outcome are the control channel
bandwidth, consumption of the energy, and
reporting delay. Malicious users presented in
the cooperation system will decrease the
overall system performance (Cabri¢ et al.,
2005; Zhao, 2007).

There are some previous contributions related
to this work. For example, a method known
as clustering and soften hard combination is
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presented to perform a significant trade-off
between the overhead saving and perfor-
mance increase. The cluster cooperative spec-
trum sensing has some disadvantages, such as
in the case when the SUs that have good lo-
cation correlation are grouped into the same
cluster in order to decrease the consumption
of the energy for data transition to the clus-
ter-head CH. So, it is very likely that many
SU within a cluster can be affected by shad-
owing or attacker’s distribution. Hence CH
may take incorrect group decisions about the
primary’s user availability and then send it to
the fusion center misleading the final deci-
sion (Cabric et al., 2004; Yucek & Arslan,
2009). This paper uses both the terms ’trust’
and ‘reputation’ to refer to the same meaning.

The mentioned problems are discussed in this
paper and tackled by considering a reputation
value for each user in the network, where the
final decision is taken at the FC to increase
the performance of the network. Based on
this mechanism, the security of the cognitive
network is improved by increasing the sens-
ing performance.

COOPERATIVE SPECTRUM SENSING
CHALLENGES

The challenge in cooperative spectrum sens-
ing is to combine the detections of many
nodes that might have different sensing times
and different sensing results to make accurate
detection of the spectrum. This leads to the
development of a powerful sharing algorithm
for cooperative spectrum sensing crucial to
increase the detection performance in cogni-
tive radio networks. A strong and smooth CR
communication that combats malicious be-
haviors of users, trust management is im-
portant for SUs to assess the trustworthiness
of users (Tkachenko et al., 2006; Yucek &
Arslan, 2009).

R; (reputation values) are performed by the
FC and these values represent the trustwor-
thiness for the i™ CR user based on local

sensing difference D;, sensing location factor
Pi and control channel condition Ci. This tar-
gets to reduce the impact of malicious CR
users on the final fusion decision and im-
prove the performance of cooperative spec-
trum sensing in CR networks. These values
reduce the effect of cognitive users with low
reputation values while increasing the impact
of cognitive users with the high reputation
values on the final decision.

CR SIMULATED NETWORK STRUC-
TURE

The scenario of the simulated CR network is
presented in Figure 1. The network consists
of:

- A number of good cognitive users (second-
ary users).

- A number of malicious users (attackers).

- A Fusion Center FC. The main task of the
FC is to use the reports sent from the good
and malicious users to decide on whether the
primary user is present or not (Dutta &

Arora, 2018).
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Figure (1). Cognitive radio simulated model
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USERS' REPUTATION PROCEDURE

The reputation scheme makes a final decision
about the presence of malicious users based
on both the users’ reputation values and the
number of users, rather than the number of
users alone. The algorithm in this scheme
considers that highly trusted users contribute
more to the final decision in order to make
more accurate sensing. This approach pre-
sents a flexible reputation model for distrib-
uted cooperative spectrum sensing against
malicious users by benefiting from the users’
reputation that describes the behavioral char-
acteristics of both malicious and good users.
The algorithm is shown below. Each user has
a different weight (reputation) depending on
the type of CU. Good CUs are assigned with
higher weights. Users with a reputation value
over a predefined threshold are considered
reliable users (good users).

Two hypotheses are presented in this work. If
the primary user is present (H;) or not present
(Ho).

Some variables used in this algorithm are as
follows:

Lgi =Local decision of user i

N = The number of Secondary Users

MODEL ALGORITHM BASED ON US-
ERS’ REPUTATION SCHEME

The following algorithm represents the main
steps of the proposed approach:
Begin

Ri = Reputation of user i, A
trustworthiness

L4 = Local decision of user i

if Lgi = 1 spectrum is occupied
if Lgi = -1 spectrum is unoccupied

Threshold of

Ri,i=1:to N
For i=1:to N do
If Rj>= A then

User i is a reliable SU
Add user i to reliable SU list
Else User i is a malicious user
Add user i to Malicious users’ list

End if

End for

For i=1l:to N do

Take a final decision according to the equa-
tion below

H if Y°° Lyi R, >0
H, if

decision =
otherwise
End for

RESULTS AND DISCUSSION

MATLAB Program is used to simulate and
test the proposed algorithm. First, it is im-
portant to compare our proposed scheme with
the traditional majority scheme that takes the
final decision based on a majority vote. Fig-
ure 2 shows the maximum number of mali-
cious users the CR network can tolerate to
make a correct decision based on the tradi-
tional scheme.

It’s clear that in the traditional majority
scheme, the maximum number of malicious
users does not exceed 50% of all users. Thus,
it is vital to design a procedure that can toler-
ate more malicious users in the network to
make better decisions regarding the presence
of the primary user.

Additionally, results based on our proposed
scheme are presented. Let the reputation val-
ue of good SUs be denoted by a, and let the
reputation value for malicious users be de-
noted by B. M is the total number of users,
and finally, K is the number of malicious us-
ers.

Good Users against Malicious Users Ratio for a correct decision

imum Malicious SUs: 50%

Good SUs: »=50%

Figure (2). Users’ ratio based on conventional role
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Figure 3 shows the relationship between M
and K. o and B in this case are chosen to
evaluate the network under low-value param-
eters (a=0.6 and B=0.2). It’s crucial to check
how many malicious users the network can
tolerate. For example, from figure 3, if the
total number of users M is 29, it’s found that
the maximum number of malicious users the
system can tolerate to make a correct deci-
sion is 22, which means there are only 7 good
users who were able to make a correct sense.

Trust-Based System
T — Féanée of Corract Sense

43 |y SUs Ralio Average for Correct Decision =0.24 when o = 2
0.6

il
E

[= A=

4 B 12 16 2124 2932 36 4144 48 52 57 61
M Cognitive Users Number
1=0.2

Figure (2)« Users number when a=0.6 and =0.2

It is clear from figure 3 that the ratio of good
SUs the system needs to make a correct sense
is at least 24% of all users. This means that
the system can tolerate about 76% of mali-
cious users. Figure 4 shows the good users’
ratio when 0=0.6 and p=0.2 based on the
proposed algorithm.

Good SUs Ratio Average for a Correct Decision

aximum Malicious SUs: 76%

Good SUs>= 24%

Figure (4). Users’ ratio based on proposed trust ap-
proach

CONCLUSION

This paper has studied and focused on the
users’ trust mechanism because the users’
trustworthiness is a crucial factor in the CR
detection system. CRNs have a unique securi-
ty problem that is not faced by a conventional
wireless network. The main objective of any
preventive security mechanism is to reduce
and eliminate the impact of some operations
performed by adversary users.

The proposed scheme outperforms the tradi-
tional majority scheme in terms of malicious
user toleration. In fact, the traditional majori-
ty scheme can tolerate only about 50% of all
users to make a correct decision while in the
reputation-based scheme the system can tol-
erate about 76% of malicious users to make a
correct final decision.
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